`






















The Committee on Clinical Investigation and the principal investigator are required to address issues of privacy and confidentiality in a research protocol. In general, it is important for research subjects to be aware of, and have some decision regarding:
· The time and place where they give information to investigators.

· The nature of the information they give to investigators.

· The nature of the experiences that provide information given to investigators.

· Who receives and can use the information once the investigator has it.
Privacy refers to persons and to their interest in controlling access of others to themselves. We respect a subject’s privacy.
Confidentiality is about data (not people), and about agreements and procedures for limiting the access of others to data. We protect a subject’s confidentiality.
Investigators must address both issues of privacy and confidentiality within protocol applications. Oftentimes these two principles are confused and only confidentiality is addressed. The following information will assist investigators in addressing these issues. 

What is Private? 

· It can depend on gender, ethnicity, age, socio-economic class, education, ability level, social/verbal skill, health status, legal status, nationality, personality, relationship to investigator. 
· A simple way to think about privacy is asking the question “Is the information sought any of the researcher’s business, and how is it essential to the goals of the research?”  The answer could depend on: 

· Factors in the subject’s background, beliefs and context.

· Who is sponsoring the research?

· The purpose of the research.

· The questions being asked – are they sensitive, relevant to the ostensible purpose of the research.

· Whether the subject likes the researcher (interviewer). 

· Ways to respect privacy in research
· Informed consent – if effectively done!

· Knowledge of subject’s culture.

· Rapport and sensitivity to individuals.

· Utilize research associates from that culture, if possible.
· Extensive consultation with appropriate professionals & peers of subjects.

· Analyze the research context & technology.
· Examples of Privacy concerns; 

· A teenager may not want a parent present during an interview.
· Potential subjects may not want to be approached by those they do not know for research. 
· Potential subjects may not want others to know they have a disease or were 
 previously treated for a condition; therefore you may want to avoid sending a
 recruitment letter in the mail that may be opened by others. 
· Subjects may not want to be seen during research in areas that may stigmatize 
 them ( i.e. pregnancy counseling center).
What is Confidentiality?

· Confidentiality is an extension of the concept of privacy; it refers to data (identifiable information about a person) and to agreements about how data are to be handled in keeping  with subjects’ interest in controlling the access of others to information about themselves
· There are ever-increasing methods of assuring confidentiality, along with ever increasing high-tech methods of breaching confidentiality

· Investigators and IRBs need to be certain:
· A promise of confidentiality is appropriate to the research context, meets the needs of subjects, and is possible to achieve.
· The confidentiality agreement in the informed consent process, includes what can and cannot be confidential .
· Whatever you promise, make sure you can keep your promise.

· Be mindful of threats to confidentiality.
· Methods and examples to help protect confidentiality:
· Inter-file linkage
· Error inoculation
· Statistical strategies
· Top coding
· Restricted public use data
· Restricted access, enclaves, archives
· Certificates of  Confidentiality
· Ethical editing of qualitative descriptions
· Data brokering
· Examples of confidentiality concerns:
· Data needs to be stored securely

· Use of the internet for sending and receiving data requires encryption 

· Research subject identifiers should be removed, linked or destroyed as soon as 
 possible

· Only the research investigator and staff should have access to the research data.

· Where will the informed consent be stored should it be placed in the medical record so others know a  subject is on an investigation drug in the event of an emergency

THE PRIVACY/CONFIDENTIALITY TEST

Privacy test: Does the subject think the information sought is any of the researcher’s business? Is the subject comfortable in the research setting?
Confidentiality test: Is the subject satisfied with the methods that will be used to control who can have access to the data?

On March 21-23, 2005, Children’s Hospital underwent a site visit for Human Subject Protection Program Accreditation.  The documentation of the scientific review process was a topic that was carefully considered.  In response, the Committee on Clinical Investigation (CCI) has determined that they must receive all pertinent documentation related to the departmental scientific review with the protocol application.  A signature alone designating that the scientific review process is complete, is no longer acceptable.  Effective June 1, 2005, the CCI only accepts protocol applications that include the following required elements:

1. Scientific Reviewer’s Form: outline of criteria reviewed, including reviewers’ notes and concerns.

2. PI Responses & Correspondence: documentation of PI responses to reviewer’s concerns or questions 

3. Any additional pertinent correspondence between the PI and reviewer(s).

4. Signature of designated authorized signor on protocol application, and/or formal letter/email of approval signed/from a designated authorized signor.

Prior to June 1, 2005, all Department Chairs/Division Chiefs reviewed and updated their scientific review process to ensure adequate documentation is provided back to investigators.  Each scientific review summary is updated and available on the CCI website, under ‘SciReview’: http://web2.tch.harvard.edu/clinresearch/cci/scireview.cfm.

Please remember that the CCI will return any submissions that do not include a scientific reviewer form or adequate documentation of the scientific review process in addition to the signature of an authorized signor.


Have you been told your informed consent document is rather technical and it needs to be rewritten in lay language? Are you unsure how to respond? Do you want help before a consent is submitted to the Committee on Clinical Investigation?

The administrative office for the Committee on Clinical Investigation is considering a pilot

program to assist investigators in preparing informed consent documents. A lay community member of the CCI, who has previous experience in writing as a journalist, has offered to volunteer, on a trial basis, to work with investigators to prepare simple, clear, but complete informed consent documents. Investigators will be required to prepare draft informed consent documents. Details as to how she will review and interact with the investigator will be based on the number and types of requests she receives. Options for communication may be via phone, electronic communication or established meetings.  At this time we are trying to determine whether there is a need for this type of service  and whether there is staff who may be interested in working with her. If you are interested, please email me at susan.kornetsky@childrens.harvard.edu. Please include the best way and time to contact you. It is also important to remember that this will not guarantee approval by the CCI; however, we hope it will help speed up the process and reduce the number of consent form edits. Because this effort is volunteer–based, there is no long-term commitment, however we hope that it will be useful during the time it is being offered.. 

We would like to welcome Robleinscky Dominguez and Kristin Bowling to
the Clinical Investigation Office. Robleinscky has been hired as the 
department’s Administrative Assistant and replaces Joshua Fielder who left several weeks ago to pursue new work opportunities. Kristin will replace 
Sarah Mian who leave Children’s Hospital on June 17th to move to 
California.  Kristin will become the protocol administrator for all of Sarah’s departments.
We welcome Robleinscky and Kristin and wish good luck to Sarah! 

Human Subject Protection Update





Example;





An investigator reviews medical records to determine the outcome of a particular therapy. The investigator abstracts  medical records and requests discarded urine specimens from the same patients which contain identifying information (name , medical record number ). The investigator wants to record, the name, pathology number, age, diagnosis, treatment and outcome data, However the investigator immediately codes the data. The investigator wants to maintain a link in order to continue to obtain clinical information and verify previously collected data.





What is required?


Submit the medical record/database or discarded specimen form


The form will be reviewed and the category “ expedited review ” will be checked off on the signature page


A determination will be made as to whether the investigator has satisfied the requirements for a waiver of informed consent. A protocol number will be assigned (M or S number).


A copy of the signed form with the designated category will be sent back to the investigator


Continuing reviews will be required. The investigator will receive one email notification when continuing review is required. In addition, we will soon transition to a practice where will no longer change protocol numbers and the same protocol number as originally assigned will remain. 


There are Subtle Differences Between Exempt and Expedited


The difference between exempt and expedited as defined in this policy requires an understanding of two phrases: "existing" and "recorded …in such a manner that subjects cannot be identified, directly or through identifiers linked to the subjects  .”Existing” means that all the data that is to be used in the research already exists at the time that the research is submitted to the IRB. In other words, all of the specimens have already been collected, all of  the patient records exist. Also, in order for research to be exempt, the recording method may use study ID codes, but there cannot be a key to decipher the identity of subjects. This does not mean that you can have a key or master code list that you later destroy. It means that you do not have and cannot create a key! 


So in order to be exempt, a study must use only existing data, and the researcher must not have a key to decipher any subject ID codes. Both conditions must be met.  If both conditions are not met, you can still do the research, but the review of the study is likely to fit the expedited category listed above. 





The Bottom Line





The process used to review discarded human biological specimens and existing medical records/databases for research purposes has not changed.  Forms are still available from the CCI website at � HYPERLINK "http://web2.tch.harvard.edu/clinresearch/cci/forms.cfm" ��http://web2.tch.harvard.edu/clinresearch/cci/forms.cfm�


The forms will be reviewed by the administrative staff and a determination will be made whether it constitutes the regulatory definition for human subject research as described above. If the activity constitutes human subject research, a determination will be made as to whether it is exempt from CCI review or needs to undergo expedited review.  If the activity does not meet the criteria for human subject research, this will be designated on the form. Only research that meets the definition for human subject research and undergoes expedited review will need to undergo continuing review after a one year period.  





Any questions should be directed to the Clinical Investigation office at 57052.
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If you purchase or otherwise obtain data or specimens without any code, or with a code but you will never have access to the key to decipher the code, then this is research but not with human subjects, according to regulatory definitions. 


What is required?


Submit the medical record/database or discarded specimen form.


The form will be reviewed and the category “does not meet regulatory definition for human subjects” will be checked on the signature page. .A protocol number will be assigned (NS or NM number).


A copy of the signed form with the designated category will be sent back to the investigator.


This is a one time determination and no additional continuing review is required.


2. Research that may be considered “Exempt”


Research that involves human subjects as defined above may be considered “exempt” from review if the following condition is met:


The research involves the collection or study of existing data, documents, records, pathological specimens, or diagnostic specimens, if these sources are publicly available, or if the information is recorded by the investigator in such a manner that subjects cannot be identified, directly or through identifiers linked to the subjects.


Example: 


An investigator reviews medical records to determine the outcome of a particular therapy. The investigator reviews medical records which contain identifying information ( name , medical record number ) The investigator only records, sex , age, diagnosis , treatment and outcome data. In this manner once the investigator returns the medical record, the investigator cannot link the data back to the individual. In this situation the investigator is obtaining identifiable private information from the patient’s medical record; however the study would be exempt because the information is being recorded in such a manner that subjects cannot be identified directly or indirectly through the use of identifiers linked to the subject.


What is required?


Submit the medical record/database or discarded specimen form.


The form will be reviewed and the category “exempt” will be checked off on the signature page.A protocol number will be assigned (Z number).


A copy of the signed form with the designated category will be sent back to the investigator.


During July of each year, the PI will get a notification just to determine whether the research is complete or still active. 


3. What may undergo expedited review? 


Research involving materials (data, documents, records, or specimens) that have been collected, or will be collected solely for non-research purposes (such as medical treatment or diagnosis)for which the investigator wants to record identifying information or develop a link to identifiers so that they may go back and re-review the record or correlate the data with other existing or future records, may undergo expedited review. Please note that in many of these cases, the criteria for granting a waiver of informed consent can also be met.
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W  What is the Difference Between Privacy and Confidentiality?











"Private information" means information that a person can reasonably expect not to be made public, such as medical records or clinical information about a specimen. Once the information is determined to be private, it must also be "individually identifiable" to meet the definition of human subject. 


"Individually identifiable" means that the identity of the subject is or may be readily ascertained by the investigator or associated with the data. Interpreted into common English, this means that if the data or specimens are coded and there is a key to decipher the code, the subject's identity can be readily ascertained. This is true, even if the master code list is kept separately, in a different computer, in a different room, or in a different country. The researcher must "obtain" the identifiable private information, even if the data in the dataset used for research are not identifiable.


 "Obtains" means "has access to" or views or sees. So if you are reviewing medical records and you see the patient names and/or medical record numbers, even if you don't record them in your dataset, you are "obtaining" identifiable private information, so this, in fact, constitutes human subjects research. 


This determination is complicated and therefore Children’s Hospital has determined that staff of the Clinical Investigation office will make the determination as to whether human subjects are involved in a research activity. 


So, what is new about this process?


The requirement to submit a medical record or discarded specimen form will remain the same.  The form was revised to include some new and revised questions to help with the determination as to whether the activity involves human subjects as defined above. Upon review, the CCI administrative staff will determine the category of the research. One of the following options will be chosen. 


The use of records/tissue does not meet the criteria for human subject research.


The use of records/tissue meets the criteria for human subject research but may it be exempt from review.


The use of records/tissue meets the criteria for human subject research and should undergo expedited/administrative review.


Why is this important? What does this all mean for the investigator? 


The designated category will determine whether you will need to obtain continuing review for this research. Until now, continuing review has been required for all three categories, however in accordance with this new policy only research which falls under category three will require continuing review. 


Specific examples and illustrations will help explain the categories 


1. Research that does not involve human subjects.


Research that involves collecting existing human biological specimens or reviewing medical records/databases for research purposes when the investigator does not obtain or record private individually identifiable information does not meet the regulatory definition of human subject research.


Example:  


Another researcher agrees to give you access to her coded database or specimen collection. The other researcher is not involved with your research and she agrees not to give you access to the key to the code. In addition, these data or specimens must have been collected for another purpose (either research or clinical), not for the research you are doing. You could use these data or specimens for your research because the data are not identifiable by you. However, the person who gave you the data cannot be an author on the manuscript or presentation of your research, and cannot participate in the study, the data analysis or interpretation of the data. 
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The Committee on Clinical Investigation has revised its procedures for review of research that involves existing biological specimens and medical records/databases. This change is based on  a recommendation from the recent human subject protection program accreditation site visit. The requirement to submit a form will not change; however, how we categorize the research and the requirement for subsequent continuing review requirements will change for some protocols. Children’s Hospital will continue to review all activities that involve existing data, documents and specimens for research purposes. In order to explain the change, a brief overview of the pertinent federal regulations will help. 


Does the research involve human subjects as defined by the federal regulations?


When an investigator wishes to use a discarded specimen or perform a medical record review for research purposes, the CCI must determine whether the regulatory definition of a “human subject” applies. 


The regulatory definition of human subject includes situations when the researcher "obtains identifiable private information". This phrase "obtains identifiable private information" is the key, and assessing this requires an understanding of the language and thoughts of the federal regulators. To do this, we will dissect the phrase in reverse order. 


. 
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Welcome and Farewell: Staff Changes





Do You Need Help Writing an Informed Consent Document? 














SCIENTIFIC REVIEW: Updated Requirements for Protocol Submissions





Accreditation Update: 





Over the next several months we plan to distribute more frequent editions of Human Subject Protection Update. During our accreditation review and site visit, several recommendations were made as to how we can improve our institutional human subject protection program. We have implemented several policy and procedure changes in response to these recommendations. Many of these changes were done “behind the scenes” and involved administrative issues, however several will involve educating investigators and their research staff.  We will communicate these changes via upcoming newsletters. 








